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Barracuda Email Protection Plans for MSPs

Ensure customers’ business, reputation, and employees are protected from the most advanced

email-borne threats with a comprehensive Microsoft 365 security service offering. Barracuda Email

Protection defends against all 13 email threat types, secures users from accessing malicious websites

and files, protects data, enforces compliance, and much more.

Complete email protection

Adequately protecting your customers’ email environments
requires multiple layers of defense, and it starts with the email
gateway. From blocking spam, defending against malware and
impersonation, and protection from domain fraud, Barracuda
Email Protection has you covered.

Global threat detection network

Barracuda combines a global threat intelligence database and
artificial intelligence to stop email threats that others can’t. Our
intelligence database collects email, network, and application
threat data from over 200,000 companies worldwide, allowing us
to detect threats faster.

Automate email attack response

Respond to email attacks quickly and easily with automated
incident response. Accurately identify the scope of the attack
and remove malicious messages directly from impacted users’
inboxes post-delivery.

Native cloud backup for Microsoft 365

Protect Microsoft 365 data including Exchange Online mailboxes,
SharePoint Online, OneDrive for Business, and Teams. Provide
fast point-in-time recovery if an accidental or malicious deletion
takes place.

Enforce compliance and detect sensitive data

Meet customer compliance requirements with cloud archiving.
Barracuda Cloud Archiving provides granular retention

policies with unlimited storage and e-discovery capabilities.

For customers with additional compliance needs, such as
GDPR, CCPA, and other data privacy regulations, Barracuda
Data Inspector lets you spot sensitive data when it appears

in OneDrive or SharePoint. Data Inspector provides deep
international support with data centers in the United States,
EMEA, and APAC regions, spanning support in 26 countries, and
150 classifications for different types of sensitive data.

Protect against lateral attacks

The rise in remote employees, remote contractors, and BYOD
policies has resulted in an increase in attack surfaces. Reduce
the risk of lateral attacks with Barracuda Zero Trust Access for
Microsoft 365 for continuous identity and trust verification of your

customer’s workforce and devices.

Elevate your email security service offering

Differentiate your MSP business from its competitors with
Barracuda Email Protection which is easy to deploy and manage.
Eliminate the hassles and risks associated with implementing
standalone and disparate email security solutions.
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Key Features

Email Gateway Defense

. Cloud-based protection against spam,
malware, viruses, phishing, and other email-
borne threats

. Advanced Threat Protection using full-system
emulation sandbox

. Agentless email encryption and data loss
prevention

. Link and typo-squatting protection

. Email continuity with failover to cloud-based
email service

. Emergency mailbox to send, receive, read, and
respond to email

Phishing and Impersonation Protection
. Direct connectivity to Microsoft 365
. Fast, easy setup (less than 5 minutes)

. Stops spear-phishing attacks, business email
compromise (BEC), extortion, and other socially
engineered attacks

Incident Response
. Outlook add-in and one-click threat reporting
. Security incident alerts

. Geographical insights

. Community-sourced threat data

. Recipient and behavior data

. Removes emails from user mailboxes

. Sets inbound email policies

. Blocks access to malicious web content

. Automatic remediation of malicious content
. Continuous remediation

. Automated workflow builder

. APl integration for SOAR/SIEM/XDR platforms

Cloud-to-Cloud Backup

. Backup and recovery for Microsoft 365:
Exchange Online, SharePoint Online,
OneDrive, and Teams for Business

Web Security
. Protects against web-based threats
. Web content filtering

. Web filtering logs
. Administrative reports

. Automatic alerts

Data Inspector

. Scans OneDrive and SharePoint for sensitive
information and malicious files

. Malicious file identification
. Data classification settings
. Automated email notifications for admins,

compliance officers, and users
. Role-based access control

. Advanced encryption capabilities

Zero Trust Access

. Phishing protection and threat blocking at the

. Artificial intelligence to detect and stop email . Granular scheduling and restores device level

attacks in real time

. Automated or manual backups . Role- and Attribute-Based Access Control

. Detects and alerts account takeover activity . Multi-selection restores policy engine
- Notifies external users and deletes - Granular recovery of SharePoint items + Streamlined provisioning

compromised email o )

Blocks attackers' . ced . Restore back to Exchange Online or OneDrive +  Global policy implementation
. ocks attackers’ access to compromise . ) .

account for Business, or download files locally . Compliance
. Provides visibility into inbox rule changes and Cloud Archiving

suspicious sign-ins ) ) .

. Archive directly from Microsoft 365 to cloud-

. Threat environment analytics and reporting based archive

. . . PST management for legacy email
Domain Fraud Protection

o . . . Granular retention policies
. DMARC authentication, reporting, and analysis
. . L . Full text search with multiple operators

. Prevent domain spoofing and brand hijacking
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Barracuda Email Protection is available in three plans. Find the plan that’s right for you.

CAPABILITIES

Spam and Malware Protection
Attachment Protection

Link Protection

Email Continuity

Email Encryption

Data Loss Prevention

Phishing and Impersonation Protection
Account Takeover Protection

Automated Remediation

D N N N Y N N N

SIEM/SOAR/XDR* integration
Domain Fraud Protection
Web Security (NEW}

Threat Hunting and Response

N N N N N N N N N NS

Automated Workflows

Cloud Archiving

M365 Backup

Sensitive Data Insight and Protection {NEW}

N N N N N N N N N N N N N NN

Zero Trust Access (ZTA) for M365 {NEW}

*Barracuda XDR is sold separately

About Barracuda MSP

M S P As the MSP-dedicated business unit of Barracuda Networks, Barracuda MSP enables IT managed service providers to offer multi-layered
security and data protection services to their customers through our award-winning products and purpose-built MSP management platforms.
‘ Ba rracuda Barracuda MSP’s partners-first approach focuses on providing enablement resources, channel expertise, and robust, scalable MSP solutions
® designed around the way managed service providers create solutions and do business. Visit barracudamsp.com for additional information.

Yourjourney, secured. @BarracudaMSP | LinkedIn: BarracudaMSP | smartermsp.com

617.948.5300 | 800.569.0155 | sales@barracudamsp.com
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